Big but personal data

How our behavior makes
us unique
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|s the way you move
as unique as
vour fingerprint



We can use points to
identify a fingerprint







1 point for mobility data
From 10 to 11am




2 points

Around 11:30am




3 points

For lunch




Video 1

Videol



http://web.media.mit.edu/~yva/unique_video1.mov

How many points do | need
to uniquely identify a
mobility traces?




Video 2

Video?2



http://web.media.mit.edu/~yva/unique_video2.mov




Entire country of 1.5 millions people

Our behavior is uniqgue enough

4 points

ldentify 95% of people
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What about resolution?

Uniqueness
knowing 4
points

(seuuajue ul) uoiinjosad |enneds

Temporal resolution (in hours)



Spatial resolution (in antennas)

What about resolution
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but when we know 10 points

1 3 5 7 9 11 13 15

Uniqueness
knowing 10
points



It is getting harder and harder to

Spatial resolution [v]
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Number of points

S (), 70 === Liniqueness of traces |£|

4 points
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Unicity

/ Number if points
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It’s hard to hide in the crowd




Unicity: quantifying the privacy-utility
trade-off

Simple anonymization does not work even when
the data is coarse

Smarter anonymization Online systems

* Application specific ¢ Access to individual

e Assume that we mobility data is a
anonymize and “side effect”
release the data * Answers are what

once and for all we’re interested in



Online systems: from privacy to
security using openPDS

______________________

- Only shares
answers, not raw
data

- Individual
guantification of
the risks

' 1| Pandora Fitness

]
] ]
] ]
] ]
] ]
] ]
] ]
1 1
1
]
i
]
| o° |
1 : 1
' @ '
1 1
! 1
4
[ )
Pandora

web
browser

cell
phone




It is already happening!
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On the Trusted Use of Large

Yves-Alexandre de Montjoye® #1, Samuel S. Wang
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husetts Institute of Technology
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Alex (Sandy) Pentland #*
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WORLD
ECONOMIC

Livge-scale personal data hets become
monopoiized and siloed by oniine servic
from managing the risks associated wi
scholarship concerning ownership and
allows governments and companies eas
to be realized and tested. We introdice

FORUM

foliows the recommendations of the W]
openPDS allows users to collect, store, d
also protects users” privacy by only shd
1o install third-parties applications on a
to take place within the PDS. apenPD]
aggregate data across users without the

1 Motivation

Personal Data has become the new oil of th
‘ ingly about the analysis of personal data: o]
i

and the social graphs of LinkedIn, Faceboo
within large companies. This prevents its

data The problem is that while there is subs
fair use of personal data, a pragmatic techni
such data and yet protects individual rights

B L - l‘ We thus an architecture for the trusted
i e practice” standards which require that indivi
that is about them. To do this, we develoy
to collect, store, and give access to their daf
installing third-party applications, the syster

==TELECOM

SKIL

Semantics&Knowledge o Py g e
InnovationLab o)

Bulletin of the IEEE Computer Sodiety Technical

puses or o ersuing |

de Montjoye Y.-A., Wang S., Pentland A., On the Trusted Use of Large-
Scale Personal Data. IEEE Data Engineering Bulletin, 35-4 (2012).

openPDS: Regaining Ownership and Privacy of
Personal Data

ves-Alexandre de Montjoye “#*, Erez Shmueli #2, Samuel §. Wang **, Alex (Sandy) Pentland #4

*The Media Laboratory
Massachusetts dnstitute of Technology

Canride
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Massachusetts institute of Tecnalogy
S

Combridge
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Abswract—With the rise of smartphones and thelr bult-in
sensors as well as web-apps, an Increasing amount of persomal
da i belng seconded. This persnl dat,collected indivitualy
twa preventing
m users from accessing and using It 12) services from offering
smarter products that leverage the full amount of collected data,
and (3) users from managing the associated risks, as the data b
ot anonymeus or ewuld be re-identified. Our conteibution s tw-
fuld: (1) we introduce open?DS, 2 data

ssible to innovative services, and often 1o the individual
encrated it in the first place. This prevents wsers from

tage of their data and makes it very hard if
not impossible for an individual to unde
As mast of the data is not anonymous
ar could be re-identified [2]. (3], [4] thi

4 mujor concern.

proposed by the WEF, the US NSTIC and the US Consumer
Privacy Bill of Rights. The openPDS framewark allows users to
collect, stare, and give fine-grained access to their data to third
parties. I has been implemented in two field studies: (2) we argue
that such ehanges in data ownership open up a new way 10 protect
the privacy of personal data. We introduce and discuss Dynamie
Privacy which might turn a kard mllumnlﬂdlm problem o
more tractable seeurity problem by computing amswers
Within the o comizonmment of the DS, The dhmersionalty of
sensitive data can thus be reduced before leaving the PDS. The
aggregation cde Is uploaded by & third party and executed & na
sandbox. openPDS could also engage in privacy- preservi
O PULIRS 1 JEETERAte ASWELS 31055 wsers without the noed
to share snstive data with an internwdiate entity. openPl

provides a new way of dymamically protecting users’ privacy
while suppurting the ereation of smart, data-driven services.

L. INTRODUCTION

Persorul data — digital information aboul users’ location
calls, web-searches, and preferences — is undoubledly the
ail of the new cconomy [1]. This high-dimensional data is

what allow apps 1o provide smart services and persanalized
experiences. From Gongle's search 1o Netflix's “movies you
should really wateh”, from Pandora to Amazen, data is the
fuel that powers these and hundreds of ather services. These
algarithms help users become mare cannected, productive, and
emertained. They are emblematic of hoth the amazing potential
and risks associated with user-centric data.

Persoml and user-centric data are already collected, pro-
cessed. and leveraged at large scale, a tend called “Big Data”
This duta is collected and stored by hundreds of different

services and companies. Such fragmentation makes the data

parallel with
6]

A Tovards Personal Data Stores

Data ownership and repositories of personal data have been
discussed for a long time (7], (8], (9], [10], [11], [12], [13]
[141, [15]. The lange-seale deployment of such solutions
however a chicken and egy problem, where users are wath
for compatible services while services are waiting for user
adoption

Recent political and legal support are thus 4 game changer.
openPDS uses the World Econamic Forum definition of
“awnership” of data [16]; the rights of possession, use, and
disposal. It follaws policies of the National Strategy for Trust
Wentities in Cyberspace (NSTIC) [17), The Department of
Commeree Green Paper, and the Office of the President’s
Intemational Simegy for Cyherspace [18]. apenPDS is also
strangly aligned with the European Commission’s 2012 reform
of the daw protection rules [19]. These recommendations,
proposed reforms, and regulations, all recognize the inereasi
veed for personal data to be under the control of the individual
as he is the one who can best mitigate the associated risks and
rewards

At 1 time where users are interacting with numemus data
sources an 4 duily basis, interoperability is pot epough 10
practically achieve data ownership let alone address privacy
concems. To achieve tme data ownership, users need o own
a secure space acting as a centralized location where their data
can live. Owning a personal data store (PDS) would allow the

"

de Montjoye Y.-A., Shmueli E., Wang S., Pentland A., openPDS: Regaining
Ownership and Privacy of Personal Data, Submitted
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