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Nets

Grids (cyberphys)
Brains

Bugs (microbes)
Medical physiology
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— turbulence,
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Buildings, cities
Ants
Synesthesia
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Requirements on systems and architectures

accessible
accountable
accurate
adaptable
administrable
affordable
auditable
autonomy
available
credible
process
capable
compatible
composable
configurable
correctness
customizable
debugable
degradable
determinable
demonstrable

dependable
deployable
discoverable
distributable
durable
effective
efficient
evolvable
extensible
fail transparent
fast
fault-tolerant
fidelity
flexible
inspectable
installable
Integrity
interchangeable
interoperable
learnable
maintainable

manageable
mobile
modifiable
modular
nomadic
operable
orthogonality
portable
precision
predictable
producible
provable
recoverable
relevant
reliable
repeatable
reproducible
resilient
responsive
reusable
robust

safetg
scalable
seamless
self-sustainable
serviceable
supportable
securable
simplicity
stable
standards
compliant
survivaple
sustainable
tailorable
testable
timely
traceable
ubiquitous
understandable
upgradable
usable



Sustainable ~ robust + efficient
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PCA =~ Principal Concept Analysis ©
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Layering
Feedback

fragile

robust

efficient wasteful



Layers/feedback in biology

Working backwards

Soclety/agriculture/weapons/etc
Bipedalism

Maternal care

Warm blood

Flight

Mitochondria

Translation (ribosomes)
Glycolysis (see 2011 Science paper)
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Architecture?

Slow

Fast

Flexible Inflexible



Fast

Flexible

Architecture
(constraints that
deconstrain)

Inflexible



Universal laws and architectures
(Turing)

Architecture
(constraints that
deconstrain)

Flexible Inflexible
General Special




Tech implications/extensions

Apps
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Hardware
Digital HW
Lumped

Distributed

Fast
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Layered
Architecture

Apps
OS
Any layer
Hardware y lay
Digital needs all
Lumped lower layers.

Distributed




Layered architectures 101

Apps
OS
Hardware
Digital
Lumped
Distributed

Operating System

Apps

OS

HW



Layered architectures
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Applications)
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Layered architectures
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Layered architectures

Deconstrained
(Applications)

Diverse Apps
Core Constrained
Protocols But hidden OS
| HW
Diverse

Deconstrained
(Hardware)
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Layered
Architecture
Any layer needs

all lower layers.

Slow Apps
Cheap 0S OS
HW HW
Digital ~ Digital ~ Digital
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Layered architectures Layered

_ architectures
Deconstrained / make robustness
(Applications) and evolvability
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/
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and bowties
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“Issues” (hacks)
* VPNs

e NATS
e Firewalls

* Multihoming W
* Mobillity

* Routing table size
» Overlays

————— [~ p O




Original design challenge?

Deconstrained
(Applications)

Networked OS
« BXxnensive mainframe
e Trusted~end systems
e Homogeiieo
e Sender centric
* Unreliable comms

Facilitated wild evolution
Created
* whole new ecosystem
« completely opposite

4 TCP/
P

Constraine

Deconstrained
(Hardware)




Original design challenge?

Deconstrained
(Applications)

Networked OS

Incomplete
« Layering (IP)
 Feedback (TCP)

Constrained TTI:DP/

Deconstrained
(Hardware)

* No theory



Layering as

Optimization Decomposition:
A Mathematical Theory of %
Network Architectures

There are various ways that network functionalities can be allocated to different
layers and to different network elements, some being more desirable than others.
The intellectual goal of the research surveyed by this article is to provide a
theoretical foundation for these architectural decisions in networking.

By MUNG CHIANG, Member IEEE, STEVEN H. Low, Senior Member IEEE,

A. ROBERT CALDERBANK, Fellow IEEE, AND JOHN C. DOYLE

Chiang, Low, Calderbank, and Doyle
Vol. 95, No. 1, January 2007 | PROCEEDINGS OF THE IEEE
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Next layered arches (SDN? OpenDaylight?)

Deconstrained _
(Applications) Few global variables

Don’t cross layers

Constrained il Optimize: control, share,
virtualize, manage resources

Comms

Memory, storage
Latency
Processing
Cyber-physical

Deconstrained
(Hardware)




Next layered architectures

Deconstrained
(Applications)

Constrained il Optimize: control, share,
virtualize, manage resources

Deconstrained
(Hardware)

Cyber-physical



Layering
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* Neuroscience motivation

Robust vision with motion




Experiment
* Motion/vision control without blurring
 Which Is easier?



Why?

A ) « Mechanism
W * Tradeoff
v
Slow
vision

Fast
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Layering

Feedback
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evolved
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o
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Layering

Partially
conscious

Automatic
Unconscious
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Architecture

Slow vision
Fast Illusion

Flexible Inflexible



Layers/feedback in biology

Working backwards

Soclety/agriculture/weapons/etc
Bipedalism

Maternal care

Warm blood

Flight

Mitochondria

Translation (ribosomes)
Glycolysis (see 2011 Science paper)

Bl \?%Q@\
Money/finance/lobbyists/etc X !
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Universal laws Gravity +
Light +
vision —J'”\T (p e jdw
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an inverted
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Law #1 : Mechanics
Law #2 : Gravity

(M +m) & ml(ﬁeose—ég‘sin@):u

easy  &osd+18% gsing =0
y=X+alsing

j> (M +m) & ml&u
B | g0 =0

linearize y=x+alb




Law #1 : Mechanics
Law #2 : Gravity

(M +m) & ml(ﬁeose—ég‘sin@):u

easy  &osd+18% gsing =0
y=X+alsing

j> (M +m) & ml&u
B | g0 =0

linearize y=x+alb




Crashes
can be
made rare
with active
control.



Law #3 : Light (M +m)i& mi&&=u
B | g0 =0
y=X+alf

Why?

harder

Easy to prove using simple models.
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Q What Is sensed matters.

harder hardest!

Why?

Easy to prove using simple models.



Q What Is sensed matters.

hardest!

harder

Unstable poles Unstable zeros
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Sense

0
(Measure

Length
lp, M)
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Sense
(Measure
Length
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1.5
robust

1 (easy)

02 04 06 0.8 1
Length | to CoM, m



Holds for all controllers.

Like Turing, a “law” about intrinsic problem difficulty.

VISION




Select instabilities in biology

Working backwards

Soclety/agriculture/weapons/etc
Bipedalism

Maternal care

Warm blood

Flight

Mitochondria

Translation (ribosomes)
Glycolysis (see 2011 Science paper)
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RESEARCHARITICLE ‘

v UG biochem, math,

fc ‘
- - - - - W t Ith ;.
Glycolytic Oscillations and Limits On i .o me w sy wo s

. = molecules are consumed upstream and four are

Robust Efficiency prodwed dowmres, which omlizs 0. - |
(each y molecule produces two downstream) with

kamene exponent a = 1 To highhght essential
trade-ofts with the simplest possible analysis, we
nommalize the concentrabom such that the un-
perturbed (& = 0) steady states are ¥ = 1 and
¥ = 1 /k [the system can have one additional
deady state, which is unstable when (1, k) 15 sta-
ble]. [See the supporting onlme materal (S0M)
part ). The basal rate of the PFK reaction and
the consumption rate have been normalized to
1 (the 2 in the numerator and feedback coefh-

Fiona A. Chandra,’* Gentian Buzi,® John C. Doyle®

Both engineering and evolution are constrained by trade-offs between efficiency and robustness,
but theory that formalizes this fact is limited. For a simple two-state model of glycolysis, we
explicitly derive analytic equations for hard trade-offs between robustness and efficiency with
oscillations as an inevitable side effect. The model describes how the trade-offs arise from
individual parameters, including the interplay of feedback control with autocatalysis of network
products necessary to power and catalyze intermediate reactions. We then use control theory to
prove that the essential features of these hard trade-off "laws” are universal and fundamental, in
that they depend minimally on the details of this system and generalize to the robust efficien . . . . )
of anyr‘:’:ﬂucztal',rﬁc nemar?k. The theory also mgge.’;_'i wnrst-cagse condiions that are |:|::|r'|5i5t+e.=nr:'lr {f“mEE of ““““"’““_m“’”‘?” from Lhcwmm"_iluﬂ'_
el s aes . tions). Our results hold for more general systems
'I'ﬂth lmm" Hpenmenm' i iscaimnad halassr and o OOWRT e i

v v b reae

Chandra, Buzi, and Doyle

AYAAAS

Most important paper so far.

www.sciencemag.org SCIENCE VOL 333 8 JULY 2011



Law #1 : Mechanics <> Chemistry
Law #2 . Gravity <> Autocatalysis

— Bud (49)
Peripheral membrane
proteins (400)
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Endosome (109)

Nucleus (112)
ER (307)

Lipid granule (31) Vacuolar membrane (170)

Peroxisome (37) cojiwall Plasma

(44) membrane (226)



Law #1 : Chemistry
Law #2 : Autocatalysis

fragile
10" Law #3:
too
£+ P fragile 1% | 7
Z—P ;_([In‘s(]w)‘(zz_l_wzjdw
complex 24+
> In |
No tradeoff £=P
100_1_————-—0————-——1
10 k 10 10

expensive



8

an inverted

Balancing ‘2
pendulum

.05 A 2 5 1
Length (meters)

10"
fragile

too
fragile

— Bud (49)

Peripheral membrane
roteins (400)
- / N Golgi apparatus (157)

P

Microtubule (3)
Secretory vesicles (102)

Nucleus (112)

Z+ P
Z— p| | complex

Mitochondrion (394)
Endosome (109)

ER (307)

Lipid granule (31) Vacuolar membrane (170)

Peroxisome (37) ol wall Plasma

(44) membrane (226) N O t rad e Off

0
10" k 10 10"

expensive




8\

Fragility |
" 4 7
Universal pr
law's +In|E 5\2
1
: _llo1
Slow ragiie
~ - L+ p|
OSS/Z)/G -

Inflexible
Special

Flexible
General

A 2 5 1
Length (meters)

too
fragile

complex

No tradeoff

100“

10"

10"
expensive

k 10°



Flexible
General

Inflexible
Special

fragile

10’

(=)

10

101_
expensive



_ Slow
Universal

laws

Fast

Flexible Inflexible

Flexible Inflexib_le
General Special



Slow






Fragile

10
fragile

expensive



Flexible
General

Inflexible
Special

fragile

10’

(=)

10

101_
expensive



Universal

architectures:

nets, grids, brains, bugs,

bodies, doctors, fire, fashion,

art, turbulence, music, buildings,

cities, earthquakes, planes, running, throwing,
Synestiesia, spacecraft, statistical mechanics
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General Special



Fast
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Tech implications/extensions
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Mechanics+

. Gravity +
Completing the story Light +
—JIn‘T ( jda)
P’ +
. > pr+1In P
Balancing Z—p

an inverted
pendulum

+ Neuroscience



Speed and

flexibility Concrete case studies?
tradeoffs
Theorems ?
Slow fragile

Fast | robust

Flexible Inflexible
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Cheap — .” Flexible Inflexible

Expensive d

Robust
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an inverted
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m Act
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B&W (luminence only):
3D, motion, and action

VISion

Slow

Vision

Fast

Flexible Inflexible



Stare at the intersection







Stare at the intersection
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Seeing is dreaming

Vision

Slow

Vision

Fast

Flexible Inflexible



slower

Objects
Slow
3d+motion
B&W
slow fast

Flexible Inflexible






Chess experts

 can reconstruct entire
chessboard with < ~ 5s
Inspection

e can recognize 1e5 distinct
patterns

 can play multiple games
blindfolded and simultaneous
e are no better on random
boards

(Simon and Gilmartin, de Groot)

www. psywww.com/intropsych/ch07_cognition/expertise_and_domain_specific_knowledge.htmi



Not sure how to draw this...

slower
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Slow
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Seeing is dreaming

Highly
evolved
Slow (hidden)
architecture

Fast Illusion

Flexible Inflexible



Seeing Is dreaming

conscious
perception

3D
+{ime . g
Prediction
Simulation ||| & Control
+ complex

models
(“priors”)
N .
cConsclous <
erception = ‘




Other dimensions?
Slow

Cheap

Fast
Costly

>

Flexible Inflexible

General Special



X3 a

Model?

1 dimension, 4 states?
e Other 2 dimensions?
* New Issues arise
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Main lessons

* Theory: hard limits on closed loop
performance, aggravated by

— Instablility (unstable poles)
— Delay
— Unstable zeros

* Neuroscience specific



Instabllities In technology

» Efficiency
* Autocatalysis

 The future



Select instabilities in biology

Working backwards

Soclety/agriculture/weapons/etc
Bipedalism

Maternal care

Warm blood

Flight

Mitochondria

Translation (ribosomes)
Glycolysis (see 2011 Science paper)

Bl \?%Q@\
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Homeostasis

controls errors
heart rate 02
ventilation BP
vasodilation pH
coagulation Glucose
in_ﬂamrnation Energy store
digestion Blood volume
storage

breath
heart beat

Sensor

energy

external /
disturbances Internal noise
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Doyle, Csete, Proc Nat Acad Sci USA, JULY 25 2011

Architecture, constraints, and behavior

John C. Doyle®' and Marie Csete™’

*Control and Dynamical Systems, California Institute of Technology, Pasadena, CA 91125; and "Department of Anesthesiology, University of California,

San Diego, CA 92103

Edited by Donald W. Pfaff, The Rockefeller University, New York, NY, and approved June 10, 2011 (received for review March 3, 2011)

This paper aims to bridge progress in neurosdence involving
sophisticated quantitative analysis of behavior, induding the use
of robust control, with other relevant conceptual and theoretical
frameworks from systems engineering, systems biology, and
mathematics. Familiar and accessible case studies are used to illus-
trate concepts of robustness, organization, and architecture (mod-
ularity and protocols) that are central to understanding complex
networks. These essential organizational features are hidden dur-
ing normal function of a system but are fundamental for under-
standing the nature, design, and function of complex biologic and
technologic systems.

evolved for sensorimotor control and retain much of that evolved
architecture, then the apparent distinctions between perceptual,
cognitive, and motor processes may be another form of illusion
(9), reinforcing the claim that robust control and adaptive
feedback (7, 11) rather than more conventional seral signal
processing might be more useful in interpreting neurophysiology
data (9). This view also seems broadly consistent with the
arguments from grounded cognition that modal simulations,
bodily states, and situated action underlie not only motor control
but cognition in general (12), including language (13). Further-

mnre the mvmad constrainte invnlved m the evnlntion of cieeomnt
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Clinical issue: antibiotic resistance?
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